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Abstract—The Simple Network Management Protocol is the
main protocol for monitoring and configuring network devices,
but it is not the only way of utilizing this protocol. With the help
of this tool, additional information about network devices can be
obtained. This information can be used, for examplein the
Quality of Service support system that is describeth this paper.
In order to evaluate this system we used the OPNEModeler
simulation environment. The usage of simulation tds within the
development of modern network technologies and protols is
very frequent. But sometimes the pure simulation erironment is
not quite sufficient and we need to combine it wittreal systems.
Therefore we took advantage of one feature of OPNEModeler
and created a simulation scenario that enables intaction of the
OPNET Modeler with real network components. For ths purpose
we implemented the SNMP protocol into the OPNET Modler
and used it for acquisition of management informatn stored in
the Management Information Base database at the n&brk
device. The principles of the communication model eleloped,
including the description of separate components ofhe model,
are introduced in the following text.

Index Terms—BER, Esys interface, MIB, OPNET Modeler,
SNMP.

I.  INTRODUCTION

HE Simple Network Management Protocol (SNMP) is

one of the most often used solutions for remotevoet

management. SNMP was introduced in 1988 [1] to me

the growing need for a standard for remote managemwie
network devices. SNMP was developed as a tempdocely
and was intended to be replaced by a solution basethe
Common  Management Information
(CMIS/CMIP) architecture. Today SNMP is still theost
popular method of network management becauseeiasy to
implement and features with great interoperabijitly

SNMP is based on the well-known communication platf

between the SNMP agent and the SNMP manager. Téwd ag

is located at the managed device and makes aclkedbkid
configuration information and statistics of thisvies to
manager stations. The SNMP manager is placed odetiee
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that manages the network nodes. The manager seqadssts,
encapsulated into the SNMP operations, to the agenta
response the agent usually sends back the requéatadIn
the case of critical events the agent can inforen ttanager
without any previous polling, using a special trapssage [2].

The remote administration of network componentwmisthe
only possible utilization of the SNMP protocol. OQ@oS
support system introduces an alternative utilizataf this
network protocol. We use SNMP for the acquisitioh o
configuration information of the Differentiated Ses
(DiffServ) technology from the network devices (d&g. 1).
As a consequence, the information obtained allast&arking
applications to exactly define their demands onwaogk
resources and to select the most suitable serlass for their
data. This solution could provide the right comneation
between the user application and the edge compomérnhe
DiffServ domain, which could significantly increaste
efficiency of this QoS technology [3].

End stations

s . Detection of DiffServ
““._parameters using

Service/Protocol

Fig. 1. Utilization of SNMP for collecting DiffSemparameters

For the analysis of the designed system we chose th

OPNET Modeler simulation environment (OM). OM issbd
on an object oriented modelling approach and ustiscaete-
event simulation system. Particular components M @re
described by C/C++ source codes and are user #uleekH.
It allows users to modify the source code and td adw
custom functionalities if required. A unique feawaf OM and
the main
environment is the possibility of an interactionvileen OM
and external systems. This possibility is ensungd lbomplex
set of functions called External System Domain/Bign
(ESD) [3], [4]. The external system might represahmost
anything from a general algorithm to a specific elodf a

reason why we decided for this simulation



hardware entity (e.g. user-designed hardware, mealork
devices). It gives a flexible platform to test néeas and
solutions at low cost and brings more accuratelteso the @ —
entire research process. Ny o e spplicaton

Il. IMPLEMENTATION OF CO-SIMULATION PROCESS INOM

A. Communication between OPNET Modeler and Real
Systems

There are two possibilities how to interconnect @lith

real network equipment. The first possibility isetllready & ;
mentioned ESD system. The second is called Systeirhé ' _—_E'*_—
Loop (SITL). Naturally, both of them have their adtages = =
and disadvantages. .,_.
SITL is a separately distributed library for OM hi =
provides an interface to link real network hardwarsoftware 4@.‘
applications to the OPNET discrete event simulatiexternal :

devices are connected to the simulation loop ovErL S s
gateways operated as a bridge interface betweesirtheation B
environment and the network interface of the hashguter. Puo_n 00 b 2 0.0
Packets transmitted between the simulated andnetalorks
are converted between real and simulation fornidts. SITL Fig. 2. Structure of the SNMP manager node model
module is mainly focused on real-time communicatwith

devices based on the Ethernet technology whileiseeof ESD ~ Attributes of theesysprocess model have one special item
system is much more versatile [4]. called External System Definition (ESD) Model. Thisdel is

As mentioned before, the ESD system allows afccessible through a button labelled Edit ESD Mddethe

interconnection between OM and an external sysfEhis Attributes window (see Fig. 3).
interconnection is called co-simulation [4]. TheESystem —

consists of several components. These componergs ¢ . _ —
Simulation description, External System Definitiomodel, |[=- o
External System Interface, co-simulation code, amutle ey |
implemented in an external system or applicatiordefailed | fexee  re B

o
g
3
ES

L

integer
EmorStatus  imteger Bidrectional

description of the ESD system can be found, fomgpta, in | e for 0 peees 0

character

[5] l +
) Move Interface Up | Move Interface ann| Delete \maﬂacal

The co-simulation is established by using a spégiatface
of OM called External System Interface (esys). Tewys Fig. 3. Configuration of ESD model
interface is represented in OM by a process modihes it
can be implemented anywhere in the model strucire.esys
interface ensures the control and data exchangeebatOM
and external systems [4]. The whole ESD system dasem

complex and more universal than SITL but, on theeohand, this esys process model. These interfaces cannitusta

It doe; not.prowd.e such a high speed of t'hg cgmrauan from the simulation to an external application oropposite
and simulation. It is because the control of sirioifais shared direction

between OM and an external system, which can leatbwer  the Name field specifies the name through which the

event processing. interface is accessible.

B. Configuration of esys interface The following field specifies the data type of tinterface.
These types can be common C/C++ data types (integer
character, pointer, etc.) or special types of gtmm bit (for

The first part contains one row with a text boxetter the
name of a special data file called Simulator desicm. This
file will be described below.

The second part defines the esys interface/s ctethdo

The snmp_manager_esys node model
st;:dtgred r:/(\?gﬁ(sr':]a?%(;l (rﬁotcTeel vaNeMiern T:rziﬂga dae rrllvamedegssfmm special Value Vector data types in OPNET).
. ’ P + . In the Direction field the direction of the data exchange is

model, callecesys This process model enables communication o

. : set. There are three possibilities: from OPNET xtemal
with real-network components outside the OPNET Merde L

) ode, external code to OPNET or bidirectionally.

and is connected to the User Datagram Protocol OUDB The last important field is callddimension It specifies the
process model, because it needs to work with |Pesdds and b 11 sP

UDP port numbers. The extended structure of thekstation dimension of the array for storing t.he.valuest Iiset t.o Z€ro,
. - only one value can be set on this interface. Spttinother
node model is shown in Fig. 2.

value would overwrite the previous one.



The snmp_manager_esys process model

In the header block of thenmp_manager_esysrocess
model, we need to define the conditions of stateditions, the
header files attached and the structure of ournateSNMP
packets. Next, the process model can be builbrtains four
states shown in Fig. 4.

Fig. 4. Process model snmp_man_esys

INIT state

Its function is to obtain pointers to objects ictamnected
with the process (like the UDP process model) andhe
process itself. Then it creates an interruption itself to
register the UDP port. It registers the port numhiég,
reserved by default for SNMP. At the end the meniory
error messages and for the IP address stringoicaddid.

IDLE state

After the initialization the process moves into tHelE
state. It remains here until an interruption isereed from
outside. The only operation executed here is in HExi
executives, where the pointer to the ICI interfthegt produced
the interruption is obtained. ICI interfaces arenomnly used
to store additional information about the interfapt

SEND state

remain in the send state, because the simulati@®@PNET is

interrupted [1]. However, we need the masgysprocess to be
running because the incoming data, received frarettiernal

code, must be processed.

For this purpose we can create a new process ilaend
the data on behalf of the main process. First,hia ¢hild
process/es must be declared in parent process modisl
declaration is accessible under the File — Declareld
Process Models menu item, where a list of all pgegeodels
saved in active model directories is shown. Thedfsactive
model directories can be configured by adding/rangv
directories using the File - Manage Model Files miem.

The Child process contains only two states, cal@dRT
and EXEC. Immediately after the invocation, the qass
transits into the EXEC state, which contains theltsource
code.

First, we need to obtain the structure containiagpdrom
the parent process (SNMP data and IP address). Wibearan
write these data on the esys interface. With tls lalue
written we create an interruption for the exteroadle. At the
end the memory containing SNMP data is de-allocatés
last step is performed after the co-simulation megifrom the
external code.

D. Simulation Descriptor

This file contains information for the co-simulatiduilder
and linker. The structure of this file is stricttiefined. All
definitions must be wrapped in the block startingthw
start_definitionand ending with thend_definition

start_definition

pl atform wi ndows
use_esa_nmi n: yes

kernel : devel opnent

bi t ness: 32bit

dil_lib: esys_udp_conn. dl |

end_definition

We run the co-simulation under the 32-bit Microsoft
Windows operating system. We use the OPNET Debugger

Whenever data are received from the UDP processeinodConsole for debugging the simulation, so we need a

i.e. data to be sent out from the simulation, tfexess transits
into this state. In conjunction with the data to dm:t the IP
address of the target SNMP agent is also obtaifieen, the
child process is invoked and the data are writtethe esys
interfaces. The necessity of using the child preocedl be
explained in the following chapter.
RECEIVE State

As a complement to the SEND state, it reads data the
esys interfaces and stores it in the pre-allocatadtture. The
structure is then wrapped into a packet and thkgtas sent to
the UDP process model.

C. Child Process

The process of co-simulation behaves in the folhgwivay:
Whenever data are written on the esys interfacé Wie
OPC_ESYS_NOTIFY_IMMEDIATELY condition set, an
immediate interruption is invoked in the externatle, .i.e at
the other side of the esys interface. When thisplas, the
process at the OPNET side that invoked the int&ioopwill

development kernel.

In our case, the OPNET side should be “in char§etting
use_esa_maito yesmeans that we use the external dynamic
loaded library (DLL file) in the OPNET simulatiofihe co-
simulation is started from OPNET GUI as a usualsétion.

If use_esa_maiis set toyes we need to define the name of
the DLL file with the external code. This name iset
parameter of thdll_lib item.

The SNMP protocol is not implicitly implemented the
current version of the OPNET Modeler 15.0, but OhAlgdes
the functional modelling of proprietary network teologies
and protocols. To be able to create an SNMP messilie
the model of SNMP manager described above and send
message through the esys interface to a real networ
component, we implemented the SNMP protocol inte th

IMPLEMENTATION OF SNMP PROTOCOL INTOOM



OPNET Modeler environment. The SNMP protocol istteri e int SaveBERString(char *buff, char *str) — it

in C programming language. To meet our requiremerds converts the input string into a Type-Length-Value
defined the SNMPv2 message structure [2] in théodohg structure.
way: * int SaveBERO D(char *buff, char *oid) — it

converts the OID into a Type-Length-Value structure

/* Variable Bindings*/ e int SaveBERVarBind(char *buff , VARBIN *vb) —
tygf‘g‘ff *gof ‘égtt et abl ebi n{ it returns the number of bytes needed to express th
char *Va{ ue: OID and its corresponding value.
} VARI ABLEBI N, e int SaveBERVar Bi ndLi st (char *buff , VARBIN *vb)
— it returns the number of bytes needed to express th
/* SNVP PDU */ VarBinditem.
typedef struct snnmppdu{ * int SaveBERSNWPDUY(char *buff, snnmppdu *pdu) —
: 2: geﬁggfi o it returns the number of bytes needed to express th
int ErrorStatus: RequestlD ErrorStatus Errorindex and VarBindList
int Errorlndex; items.
VAR ABLFB| N *Vari abl eBi n; e int SaveBERSNPM\essage(char *buff, snnppaket
b SNVPPDU; *packet) — it returns the number of bytes needed to
/* SNVP Packet */ express th&SNMP versionSNMP community string
typedef struct snnppacket{ andSNMP PDUitems.
int Ver si on;
g,:,,'i‘,:gpw *&wpg'u?y’ BER decoding
} SNMPPACKET; * int GetBerlnteger(char *buff, int *i) — it reads
the numerical value from tHauff memory, returns the
Each SNMP message is created dynamically. First, th memory size and saves the numerical value into
SNMP operation type PDUtypd is defined and then the variablei.
message is filled with the OIDOpjectID) or specific MIB e int GetBERString(char *buff, char **str) — it
value {/alug according to the operation type. reads the string from the memory, returns the numbe
In order to transmit the SNMP message as desciibB&C of bytes needed and saves the string into variable
1067 [1], it was necessary to encode and decodey eve rstr. '
message, using the Basic Encoding Rules (BER). BERe * int GetBEROD(char *buff, char **oid) —itreads
of the encoding formats defined as part of ASN.bgtact the OID value from the memory, returns the number

of bytes needed and saves the OID into variable
**oid .

* int CGet Ber Var Bi nd(char  *buff, VARI ABLEBI N
*vb) — it reads thevarBind item from the memory,
and returns the number of bytes needed to expness t
OID and its corresponding value.

int GetBerVarBindList(char *buff, VAR ABLEBIN

*vb) — it returns the number of bytes needed to
express th&arBinditem.

* int GetBer SNVPDU char *buff, snmppdu* pdu) — it

Syntax Notation One) and specified by ITU (Inteioal
Telecommunication Union) in the X.690 recommendafig).
A single instance of SNMP message has to be encottzc
string of octets. BER defines how the objects am@ded and
decoded so that they can be transmitted over aspoan
network [7].

Since BER is not available in the current versib@BNET
Modeler, we also had to implement it. The corresiium
functions, programmed in language C, perform theodimg

and decoding of every field of the SNMP messageremo returns the number of bytes needed to express the
exactly the data type identifier, the length desin in bytes RequestID ErrorStatus Errorindex andVarBindList
and the encapsulated data. In this way every SN&sage is items.
encoded into an octet sequence. Subsequentlysdbisence is e int GetBer SNWPMesage(char *buff, snnppaket
transmitted over the communication link to the ihedion *+packet) — it returns the number of bytes needed to
node, where it is decoded back into the originalMBN express the whole structure of the SNMP message.
message. We implemented the following BER-related
functions:
IV. EXTERNAL APPLICATION
BER encoding . In order to implement a communication process betwe
* int SavelntToBuff(char *buff, int i) — It  OPNET Modeler and a real network node we created an
calculates the number of bytes needed to express {iemal application that is used as middlewaravben the
numerical value. ] OM model and the network interface of the local kstation.
° int  SaveBERInteger(char *buff, int i) — It pne go5lication reads data from OPNET Modeler, sitas

converts a numerical value into a Type-Length-VaIUﬁnem into SNMP requests and sends them to a netmmmk.
structure. Then it waits for the SNMP response from an agent



implemented in the destination node. When the SNMP I/O data structures that are membersSoimpVarBindList
response arrives, it is translated back into a d#tacture are calledSnmpVarBindand their definition is:

compatible with OPNET and is entered into the satiah
typedef struct {

model. ) . . AsnCbj ect Name  narre;
We used the functions of OPNET API described in the Asn(Qbj ect Synt ax val ue;
previous chapter for sending and receiving datard from } SnnpVar Bi nd;

OM. These functions are declared in thea.h header file,

which also contains the functions for initializintpe co- . . . L
simulation and registering the callback functions. called SnmpUtllMemAllchhls fgnctlon works similar to the
common C/C++ allocation functianalloc

The external application developed is compiled as & . .
. . . After creating the structures, tenmpVarBindmust be
d lly loaded library. All the funct thahould b ’
ynamicaly loaded fbrary © Tunctions IhEMold Be = icitly filled with input data. Then, the lengtralue of is

available to the co-simulation coordinator havédéoexported . T .
P increased from zero to one to have the first itdntist (with

with the "C" DLLEXPORT code extern. There are twa . . ) .
functions of this typeesa_mairandcallback index zero) accessible. Thameitem should be filled with an

The esa_mainfunction completes the basic initializationl? corresppr;d:jngt totthe der‘rlllzzldegs_bjetclz\f ID. Th(ljstst bbe
procedures of the co-simulation and includes thensdtk of a special data fype callefsnvbjectiiameand can be

library initialization (for communication througthe network created from string pointer (LPSTR data type) usthg

Both structure types must be allocated by a spéaaition

interface) and registration of the callback funatio the esys SnmpMgrStrToOidunction.
interface. BOOL SnnpMyr St r ToQ d(

The callback function is called whenever data are sent out —in LPSTR string, =
through this interface [8]. The data are read ftheninterface, );—Om AsnCbj ectldentifier *oid

encapsulated into an SNMP request and sent to NdPS
agent. After obtaining the response, the corresipgndata are The last item that must be specified before sendivgy
converted and forwarded to the simulation modebubgh the Get/Get-Next SNMP request is thist.value.AsnTypeThe
esys interface. value should be set ®SN_NULL

For sending the SNMP request there is an inteuradtion When the structure is filled with data, the requesh be
(without an export) callednmp This function realizes the sent via theSnmpMgrRequestinction. If this call succeeds,
SNMP communication, using the functions and stmeéstdrom the SnmpVarBindstructure is filled by the SNMP agent with
the snmp.hand Mgmtapi.h header files of the Windows OS values assigned to the requested objects. Theaeadastored
[9]. It can create an SNMP Get-Request and Get-Rexjuest in thelist.valueitem and have the following format:
message to obtain values from the MIB databasbeoSNMP

agent. When the response from the agent is receilatd are tyg\eggf a:;fTUC;_{
converted to a structure readable by the OM sirmulahodel. uni on { ype:
First, it is necessary to call ttfBnmpMgrOperfunction. It Asnl nt eger 32 number ;
takes four arguments and returns a special varizinéaining AsnUnsi gned32 unsi gned32;
. . AsnCount er 64 count er 64;
a pointer to a newly created session: AsnCct et String string;
AsnBits bits;
LPSNMP_MGR_SESSI ON' SnimpMyr Qpen( AsnQbj ect | dentifier object;
—in LPSTR | pAgent Addres_s, AsnSequence sequence;
__in LPSTR I pAgent Conmuni ty, Asnl PAddr ess addr ess;
_in INT nTimeQut, AsnCount er 32 counter;
_in INT nRetries AsnGauge32 gauge;
) AsnTi met i cks ticks:
AsnQOpaque arbitrary;
IpAgentAddresss a string containing the IP address of the } asnval ue;

target device operating the SNMP agdpfAgentCommunity b AsnAny;

contains a string that is used in the SNMP comnatiuin as a
password. nTimeOut is an integer that specifies the o
o . . - Modeler, so a conversion is necessary. Convertbtbyaare
communications time-out in milliseconds. The lagjument, saved in a special StruClUSNMPRET
nRetries, specifies the number of attempts to establish the P '
communication.
The next step is to create tBmmpVarBindLisstructure,

These data types are incompatible with the OPNET

typedef struct

which is used to contain the list of I/O data stuues. The f:?r: Oief’?
definition of this structure is the following: char*ygt ring;
int integer;
t ypedef struct {_ unsi gned int uinteger;
SnmpVarBind *list; long |integer;
Ul NT | en; ULONGLONG ul i nt eger;

} SnnpVar Bi ndLi st ; } SNWVPRET;



This structure contains a constant used to spéoifyvalue
type and the ID of the returned object (saved ssiag). The

device. After processing the request, the SNMP tagends
the answer in an SNMP response message back &xtimal

conversion of complex data types is executed by ttapplication. The external application extracts dfatan the

readAsnOid readAsnAddressand readAsnStringfunctions.
These functions take the object as an argumentretodn a
standard string containing the converted value.

response and forwards them to the esys interfacthe esys
interface, the data are converted to the OM foramat sent
back to the simulation environment. The simulatiorOM is

After processing the data obtained, the correspgndiresumed and the control of the co-simulation iseddack to

structures are de-allocated by calling BempUtilMemFree
function. Finally, theSnmpMgrClosédunction ends the SNMP
manager session (opened BympMgrOpenand returns the
pointer to theSNMPRETstructure.

V. SIMULATION SCENARIO

In real network conditions the SNMP manager cretiies
SNMP message and sends it toward to the SNMP aBgnt.
default, the SNMP message is delivered throughnttevork
to the SNMP agent, using the User Datagram ProtatoP)
transport protocol. Our evaluation test-bed coedisif a real
network represented by a C1841 Cisco router arichaation
model in the OPNET Modeler environment. Becausé¢hisf
combination of real and simulated systems, thistemi had a
more complex architecture than the majority of
infrastructures but, at the same time, it offerezlesal
interesting research opportunities. The whole et&a test-
bed has been composed of the SNMP manager creaed i
the esys interface, an external application, arel SNMP
agent implemented in a real router with SNMP suppbhne
architecture of the test-bed is shown in Fig. 5.

OPNET Madeler

ESYS interface

MIB

SNMP

Network component

Workstation

Fig. 5. Architecture of the evaluation test-bed

The communication process of our simulation scenai
described in the following text. The SNMP manageyates
the SNMP message in OM and sends it like a comnackgi
to the esys interface in its node model. The SNMRgage is
passed through the esys interface to the exteppication.
At this moment the simulation in OM is interruptadd the

control of the co-simulation is passed to the ewkr (7]

application. After the transmission through thesesgterface
data conversion must be provided. This conversien
necessary because OM and the external applicatsm
incompatible data types. The external applicatipens a new
session with the SNMP agent, places the converata idto

OM. In OPNET Modeler, the data received from tteyse
interface are wrapped into the OPNET packet ant teetihe
process model of the SNMP manager for further msiog.

VI. CONCLUSION

We have created a communication system capable of

mutually exchanging information between real nekwor
components and the OPNET Modeler simulation enwimt.

This system can create an SNMP message inside the

simulation environment of OM, encode it using th&RB
algorithm, and transmit it to a real network devidehe
destination network device can search for and résl
required value from the MIB database and senddk b OM.

real'he interconnection of real and simulating envirents opens

the way towards complex simulation scenarios that be
used, for example, within the development of comple
communication systems for network management ofitgua
of-service assurance.
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